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Port 1 IP: 192.168.1.99 

Port 1 Netmask: 255.255.255.0 

Default Gateway: 192.168.1.1 

Baud Rate: 9600 

Data Bits: 8 

Parity: None 

Stop Bits: 1 

Flow Control: None 

Username: admin 

Password: <blank> 

set port1-ip 10.1.1.99/24 

set default-gw 10.1.1.1 

http://docs.fortinet.com/auth.html
https://192.168.1.99/
https://10.1.1.99/
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Administrator:  john.doe 

Type:   Remote 

User Group:  RADIUS_Admins 

Admin Profile:  super_admin 

 



 

 

 



 

 

 

 

Username: john.doe  

Password: <password><Token PIN> 
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http://docs.fortinet.com/fgt.htm
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Username: john.doe  

Password: <password><Token PIN> 

 

 

 

Username: john.doe  

Password: <password><Token PIN> 

 

https://192.168.1.99:10443/
https://192.168.1.99:10443/
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Username: john.doe  

Password: <password><Token PIN> 

 



 

 

 





 

 

 

 
 

 

Username: john.doe  

Password: <password><Token PIN> 

https://192.168.1.99/
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Username: john.doe  

Password: <password><Token PIN> 

 

 

https://192.168.1.99/


 

Switch> en           

Enter Password: *********        

Switch# conf t          

Switch(config)#          

 

Switch(config)# interface Vlan1       

Switch(config)# ip address 192.168.0.253 255.255.255.0   

Switch(config)# ip default-gateway 192.168.0.1    

Switch(config)# no shutdown        

Switch(config)# aaa new-model        

Switch(config)# aaa authentication login default group   

radius            

Switch(config)# radius-server host 192.168.0.122 auth-port  

1812 key fortinet1234         

Switch(config)# radius-server retransmit 3     

 

telnet 192.168.0.253         



 

User Access Verification         

Username: john.doe          

Password: fortinet          

Please enter token:721194        

Switch>            

enable 

Cisco-AVPair = shell:priv-lvl=15 

  

 
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 

 
 

 

Switch(config)#aaa authorization exec default radius   



 

Attempt to login again 
 

telnet 192.168.0.253         

User Access Verification         

Username: john.doe          

Password: fortinet          

Please enter token:983403        

Switch#            

Privilege Level 
 

Result 

0 Seldom used, but includes five commands: disable, enable, 
exit, help,  
and logout 

1 User level only (prompt is switch>). The default level for login  
 

15 Privileged level (prompt is router#), the level after going into 
enable mode 

 

Switch1(config)# privilege configure level 7 snmp-server host 

Switch1 (config)# privilege configure level 7 snmp-server enable 

Switch1 (config)# privilege configure level 7 snmp-server 

Switch1 (config)# privilege exec level 7 ping 

Switch1 (config)# privilege exec level 7 configure terminal 

Switch1 (config)# privilege exec level 7 configure 

Cisco-AVPair = shell:priv-lvl=7 
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Username: john.doe  

Password: <password> 
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192.168.0.254 - 0xb0409002a18b9b1:john.doe\:Test1: 

[04/Apr/2012:06:08:41 -0700] "" - - "" "" Login "NavUI" 
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Username: john.doe  

Password: <password> 

 

 
 

 

john.doe 

fortinet 

874463 



 

 

john.doe 

fortinet874463 



 

$ sudo apt-get install libpam-radius-auth 

 

/etc/pam_radius_auth.conf

#127.0.0.1      secret             1 

#other-server    other-secret       3 

<FortiAuthenticator Name / IP>   <RADIUS Shared secret>   <Timeout> 

192.168.0.110       fortinet    3 

 

/etc/pam.d/ssh

# Standard Un*x authentication

 

# Enable Two-Factor Authentication with FortiAuthenticator 

auth       sufficient     pam_radius_auth.so         debug 



 

 

* Note that the debug option at the end of the line increases debugging sent to /var/log/auth.log and can be 

removed once successfully configured. 
 

 

Username: john.doe  

Password: <password><Token PIN> 

login as: john.doe          

Password: fortinet947826         

Welcome to Ubuntu 11.04 (GNU/Linux 2.6.38-10-generic i686)  

Last login: Mon Aug 22 18:09:18 2011 from 192.168.0.24   

john.doe@Scooter:~$          

 
  

/etc/ssh/sshd_config

ChallengeResponseAuthentication no 



 

ChallengeResponseAuthentication yes 

$ sudo restart ssh 



 

sudo apt-get install apache2 

sudo apt-get install libapache2-mod-auth-radius  

a2enmod auth_radius 

 

/etc/apache2/apache2.conf /etc/apache2/httpd.conf

/var/log/apache2/error.log

 

[warn] AuthRadiusActive set, but no RADIUS server IP - missing 

AddRadiusAuth in this context? 

 

/etc/apache2/sites-enabled/000-default

<VirtualHost *:80> 

        ServerAdmin webmaster@localhost 

        AddRadiusAuth 192.168.0.110:1812 fortinet 5:3 

http://localhost/


 

        AddRadiusCookieValid 5 

        DocumentRoot /var/www 

        <Directory /> 

                Options FollowSymLinks 

                AllowOverride None 

                AuthType Basic 

                AuthName "FortiAuthenticator Secure Authentication" 

                AuthBasicAuthoritative Off 

                AuthBasicProvider radius 

                AuthRadiusAuthoritative on 

                AuthRadiusActive On 

                Require valid-user 

        </Directory> 

        <Directory /var/www/> 

                Options Indexes FollowSymLinks MultiViews 

                AllowOverride None 

                Order allow,deny 

                allow from all 

  </Directory> 

sudo /etc/init.d/apache2 restart 

 

Username: john.doe  

Password: <password><Token PIN> 

 

 

 

http://localhost/


 

 

/var/log/apache2
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Testing authentication directly without the use of a NAS device is useful to rule out issues with the NAS device.  
This is most easily achieved by using a tool such as NTRADPing 
 



 

 
 

 



 

 
 

Product Feature FortiToken Direct FortiAuthenticator

(Token Appended)

FortiAuthenticator

(Token Challenge)

Wildcard Users Tested Version

Web Based Management Supported Supported Supported Supported 1

SSH Based Management Supported Supported Supported Supported

Telnet Management Supported Supported Supported Supported

IPSEC VPN (FortiClient) Supported Supported Supported Supported

SSL VPN (Web) Supported Supported Supported Supported

SSL VPN (FortiClient) Supported Supported Supported Supported

Identity Based Policy Supported Supported Supported Supported

Web Filtering Overrride Not Supported Supported Not Supported Supported

Identity Based Policy (Basic Auth) Not Supported Supported Not Supported Not Supported 

Identity Based Policy (Forms Auth) Not Supported Supported Not Supported Not Supported 

Web Filtering Overrride Not Supported Supported Not Supported Not Supported 

Web Based Management Not Supported Supported Not Supported Supported

SSH Based Management Not Supported Supported Not Supported Supported

Telnet Management Not Supported Supported Not Supported Supported

Web Based Management Not Supported Supported Not Supported Not Supported 

SSH Based Management Not Supported Supported Not Supported Not Supported 

Telnet Management Not Supported Supported Not Supported Not Supported 

Web Based Management Not Supported Supported Not Supported Not Supported 

SSH Based Management Not Supported Supported Not Supported Not Supported 

Telnet Management Not Supported Supported Not Supported Not Supported 

Web Based Management Not Supported Supported Not Supported Not Supported 

SSH Based Management Not Supported Supported Not Supported Not Supported 

Telnet Management Not Supported Supported Not Supported Not Supported 

Web Based Management Not Supported Supported Supported Supported

SSH Management Not Supported Supported Supported Supported

Web Based User Authentication Not Supported Supported Supported Supported

Web Based Management Not Supported Supported Supported Supported

SSH Management Not Supported Supported Supported Supported

SSL-VPN Not Supported Supported Supported Supported

IPSEC VPN Not Supported Supported Supported Supported

F5 BIG-IP EG Web Based Management Not Supported Supported Supported Supported TMOS 11.2.1

SSH Management Not Supported Supported Supported Supported

SSH SSH Login Not Supported Supported Supported Supported OpenSSH version 5.8p1

Apache Web Authentication Not Supported Supported Supported Supported Apache 2.2.17

Tested with FortiAuthenticator 3.0 GA 
1 Mantis 0222003: Wildcard supported but only with Token Appended

Cisco ASA Cisco ASA  8.2(1)

Citrix Access Gateway Citrix Access Gateway 5.0

FortiMail 4.0 MR3 GA

FortiWeb 4.0 MR3 PR6

NAT Route Mode

Explicit Proxy

FortiGate 5.0 PR4

FortiClient 5.0.4

FortiManager 5.0.4

FortiAnalyzer 4.0 MR3 PR1

FortiGate 5.0

FortiManager

FortiWeb

FortiAnalyzer

FortiMail
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https://192.168.0.122/login/

